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SecuriPr O® Penakims Jara Wua. | W3m.-Ne OG6o3HaueHne Paspenreno
TexHuueckue JAaHHbIE g:fjf:;;? o
IIpudop NnpueMHO-KOHTPOJIbHBIH TeKyuas Opr.-pasen
MCU 211B TES
Onucanue
Ob6nactb CuHCTeMBl OXpaHHO-TIOXKAPHOH
PUMEHEHHSI: CHTHANH3ALUH
B cocrage: SecuriLan®/ SecuriLine®
Hesns: brnoxk ynpasnenus u 06paboTku
nH(OPMAIIMH B OXPAHHBIX MITH MOXKAPHBIX
cucremax SecuriPro®
WcnonezoBanne:  OxpaHHAs CUTHANIM3AIMS =
cTpaxoBaHue/Be3Ie
[MoxapHas curnaimuzaius = cranaapt EN
54/se3ne
DJIEMEHT: BPL 21A, ACA 31, SCB 01, PSU xxx, MCB

xxB, CR 2032, KEY 01, ACS xx, BOX xx

[Ipubop mnpuemHo-koHTpombHEIH MCU 211B  sBusercs
YCTPOMCTBOM ympaBieHUss u o00paboTku HHPOpMAIH B
CHCTEMaxX OXPaHHO-TIOKAPHOM CHTHAJIM3AIMK  Securi Pro®.
Ipu momomu SecuriLine® k MCU 211B  wmoryr
MOJKIIIOYaThCS M3BELIATENH, YCTPOMCTBAa CUTHAIM3ALMM, a
TaKKe YIpaBIeHHs U MHAMKALH, a IpH oo Securil.an®
JIpyrue TPUEMHO-KOHTPOIbHBIE TPUOOPBL. OmuH  wim
HECKOJIBKO COEIMHEHHBIX Mexay coboi mpubopos MCU 211B
00pa3yroT BMeCTE C HOAKIIOYEHHBIMH K HHUM 4Yepe3 Securi Lan®
ycTpoiicTBamu ympaeierns SecuriPro® exmmyio cTpykTypy
st cucteM SecuriPro®. B 3aBHCHMOCTH OT THITa Kopmyca u
YCTPOICTB KpeIUICHHsT MOTYT yCTaHaBiMBaThcsi 10 16 Afu
uiu 40 Al4 Garapewu.
OcHOBHBIE H JONIOJHUTEIbHbIE )JIEMEHTHI
Bonee moapoOHBlii nepeueHb Ha cTp. 5
OcHoBHbIe 31eMeHThI MCU 211
Cucrembl 0XpaHHO# Ilo:kapHoii cHTHATU3ALMH
Hamnpsbkenue cetu 230 B nep. Toka
PSU 313 pabouee nanpsixenue 24 B mocrt. Toka 3 A uinu
PSU 315 pabouee nHanpsikenue 24 B moct. Toka 5 A
ACS 22A/BOX 23A s makc. 2x40 A/ Garapen
SCB 01x SecuriLine® mamens ynpasnenns as 1 SecuriLing®
MCB 01B I'naBnas riara MCB 02B riaBHas miata
YIIpaBICHHS TSI TIEPBOit yIIpaBICHHS ISl BTOPOi
mmemm SecuriLan® mmamm SecuriLan®
Jonoanureabno aist EMA n/umm BMA
SCB 01x SecuriLine® nanes yrpasieHus [yt 2 Securi Line® |
TSW 41 cabotaxHbIi KOHTAKT
TOC 41A nyroracurtellbHbIH KOHTAKT
DCC 313 DC/DC npeobpaszosarens 15B 2 A
BOX 24A c cucremoii 3anThl IOBEPXHOCTH KOPITyCa
BOX 27 c 3aMkoM
BOX 28 ¢ cuctemMoi 3a1uThl HOBEPXHOCTH KOpIyca U 3aMKOM
WPB 01 cucrema 3anuThl 3aJHEH CTEHKH
MFM 31 cereoii puistp / OVA 31 crabunusarop

Kak B ciyuae ucnonabp3oBaHus OCHOBHBIX. Tak U B
ciIy4ae IPUMEHEHHUS JOMOIHUTEIbHBIX
3JIEMEHTOB CJIEeIyeT PyKOBOJCTBOBATHCS
HOPMAaTHBHBIMH aKTaMH, I€HCTBYIOIIMMHU Ha
TEPPUTOPUU CTPAHBL

f MEPBI IPEJOCTOPOXKHOCTH !!!

-

® 4 o

Puc. 1 MCU 211B (3amMok Tonbko B kopnycax 27 n 28)

Bo3moxHocTn npumenenust MCU 211B

Bo3moxnoctn mnpumenenuns MCU 211B  3aBucar ot
KOH(UTYpaluu WCIOIb30BAHHBIX B HEM TEXHHYECKHX H
MPOTPaMMHBIX CPEJICTB:
TexHHYeCKHE CPeACTBA: CM. CTP. 5
B  kadecTBe  ITOMOIHUTENBHBIX
CJIEYIOIIUN IEMEHTHI:

- YCTPOWCTBO JUCTAHIIMOHHOH ITOJJaYH CHUTHAJIA TPEBOTH
- ot 1 1o 4 SOM 81

MOTYT  NPUMEHATHCA

OINACHOCTbS !!!

YcTaHOBKA JIONOHUTENIBHBIX KOHTAKTOB JUIS
nonxiroyenus 230 B nep. Toka, nepeMoHTax
npoBoaoB u T.1. B MCU 211B moxHO
OCYILECTBIIATH JIUIIb HA KIIEMMaXx JJIs
ITONKITHOYCHU CETU

Iporpammuble cpencTBa:

OynknuoHansHble Bo3MoxkHocTn MCU 211B ompenenstoTcst
MPUMEHSICMBIM anmapaTHeiM obecrieuennem ~Hardware Key
KEY 01-xxx". KEY 01-xxX sBisieTcs MOJyJieM, KOTOPBIHA
coniep kUt Habop gonyctuMbix it MCU 211B dynkumid.
[Ipumep:

- KEY 23 = oxpanHas curHanm3aiys Ha 60 aapecoB

- KEY 30 = Oxpannas curnanuzauus Ha 180 angpecos

- KEY 02 = nmoxapHas curHaigu3anys Ha 16 rpymm coriacHo
EN 54

- KEY 05 = mnoxapnas curHamu3anuss Ha 64 rpynmsl
corsacHo EN 54
bonee mompoOHast wuHpopmamus o Bapuantax KEY

COZIEPIKHUTCSI B TEXHUYECKOM JOKYMEHTAUH SECUr Pro®.
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YCTPOHCTBO

MCU 211B coctout u3 onopoit manenu BPL 21A ¢ miaramu
JNIEKTPOHUKH, COCAMHHUTEIBHBIX KIEMM, U Kpemeka sl
Oarapen aBapwmitHoro mumrtaHus ACS 22A. Kpermenune muat
OCYIIECTB/SIETCSI ~ MPU  [OMOIIA  BUHTOB.  KperuieHue
JOTOJHUTEIBHBIX y3JI0B (Momyneit) BBIMIOJTHACTCS
IIACTMACCOBBIMH JIEPKATEIIMH, KOTOPbIE YCTAHABIMBAIOTCS B
MPeAyCMOTPEHHBIE JUIsi 3TOro OTBepcTus. OmopHas MmaHeb
3aKpbIBacTCs NpU oMot kopnyca BOX 22A wnmn BOX 28

Oon. pazbem KOPIYC
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Bxop, kabenei KpenneHnwe
6aTapen

Puc. 2 KoHdurypayua MCU 21M1B

MOHTAX U UHCTAJIALA

AN\

Omnoprass manenr MCU 211B 3akpemusiercs NpH MTOMOIIN
KPETIe)KHO IUTaHKK K cTeHe. [IpUmoqHsB 3aKpeIIeHHYI0 TaKUM
00pa3oM OIMOpHYIO TaHENb MOXXHO MPOTSHYTH KaOens BHYTpPb
MCU 211B. Tlocne Toro kak kaOens OyIyT HOJCOSIMHEHHI,
MaHellb HEOOXOJUMO OKOHYATENBHO 3a()UKCHPOBATH IPH
NOMOIM BUHTA. B 3aBUCHMOCTH OT pa3MepoB Oarapeid
nMeroTcs pasnuunbie koncomm ACX XX 1 kopryca.

AN\

MEPBI IPEJOCTOPOXHOCTMN !!!
Mecro ycranoBkn MCU 211B nomxHO BEIOHpAThCS B
COOTBETCTBHH C TPEOOBAHHUSAMH [T0 MOHTAKY CHCTEM
OXPaHHO-TIOYKAPHON CUTHATIM3AINH.

MEPBI IPEAOCTOPOXHOCTH !!!

B cBs3u ¢ HeoOxoaumocThIo 3anuTel MCU 211B ot
AIEKTPOMATHUTHOTO U3YUYCHHUS, BCE IMHUU CBSI3U
MEX]ly YCTaHOBIICHHBIMU BHYTPH IIpUOOpa
YCTpOICTBAMH JOJIKHBI OBITH KaK MOKHO KOpOYe.
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Puc. 3 MCU 211B moHTax

Kopmyc

BHUHTOB.

YCTaHaBJIUBACTCA

KaGenb

NoavemHaa

CBEpPXy Ha OIIOPHYIO
MaHeNb, a 3aTe€M KPEMUTCS K Hel MpHU MOMOIIH JBYX

OINACHOCTH !!!

Bce MCU 211B Bkt 40 A/g 6arapeun cocrasiser
npumepHo 45 kr, unn 30 kr npu 16 A/g 6arapen.
Crena Ha kotopoit kperuress MCU 211B u kpenex
JIOJDKHBI COOTBETCTBOBATH BECY ITHOODA
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MNOAKJIFOUYEHUE

Hanpsoxenue cetu 230 B niep. Toka nojaercst
HETOCPEICTBCHHO Ha KIIEMMBI JJISI IO IKITFOUCHHS CETH.
Hoxxmouenne SecuriLan® u pesepBHOI THHUK TIEpeaun
CHTHAJIa TPEBOTH OCYIIECTBISIETCSI Y€PEe3 COCTUHNUTEIbHBIC
kinemmbl Ha MCB 01B/02B.

Hoaxmouenne muann SecuriLine® ocymectsusercs uepes
coeauHuTenbHble kKiaeMMbl Ha SCB 01x. Kpowme Toro,
HUMEIOTCSI KIIEMMBI ISl [TOJKJTFOUEHHS IIUTAHUS YCTPOUCTB
SecuriLan® u SecuriLing®.

YcraHOBKA JOTIOJNHATENBHBIX YCTPOUCTB TAKIKE BBIMOJIHACTCS
IPY IOMOIIH KJIEMM TIOAKIFOUCHHS.

MCB 01B noapo6Ho: cMm. Texundyeckoe onucanne MCB 01B
Hoaxmouenne Securilan® n pe3epBHOI TUHUM IS
nepeaayYd CHrHAJIA TPEBOTH B ABAPHITHOM pexKuMe

Knemma O6o3HaueHne CurnaJj
A GND 1 -
B ITuranue 1 24 B 1iocT. TOKa
C Bemis 1 0
D Okpan kabesst
E SecuriLan® 1 B
F SecuriLan® 1 A

M CB 02B nonipo6Ho: cM. Texandeckoe onucanue MCB 02B
Hoaxmouenne Securilan® 1 u 2 u pesepBHOI JTHHUM 1151
mepeIayd CHIHAJIA TPEBOTH B ABAPHITHOM pesKuMe

Knemma 0O0o3Ha4YeHHE Curnan

A GND 1 -

B ITuranue 1 24 B mocT. ToKa

C Semns 1 0

D OkpaH kabens

E SecuriLan® 1 B

F SecuriLan® 1 A

G Pe3epBHas THHUSA MTepeaadn B+
CHTHAJA TPEBOTU

H PesepBHas nuHus nepegaun A-
CHTHAJA TPEBOTU

| GND 2 -

K ITuranue 2 24 B nocT. TOKa

L 3emis 2 0

M OkpaH kabeuns

N SecuriLan® 2 B

[6) SecuriLan® 2 A

OcTaJbHbIE MOIKIIOYEHHSI. CM. COOTBETCTBYIOIIYIO
TeXHHYECKYI0 JoKyMeHTauui0 Hayunas ¢ T 137 801R u
no T 137 807R (cucTeMBbl MOKAPHOI CATHAIM3ANUN), ¢ T
137 901R mo T 137 907R (cucTeMbl OXpaHHOIA
CHUTHAJIM3AINH)

I[IporpaMMupoBaHue U BBO/ B IKCIIyaTALHIO
[IporpammupoBanre MCU 211B BBINOIHSETCS TPH TTOMOIIH
CIENMATBHOTO IIPOrpaMMHOro obecredenus SecuriPro®
4epes NepCOHaNbHBIN KOMITbIoTep. Bo3aMokHOCTH
pacuIMpeHus ONpeACISI0TC TPUMEHIEMBIM MOJTYJIEM
«Hardware Key KEY XX»

J7151 3TOro 03HaKOMBTECH C TEXHUYECKON TOKyMEHTauen
naunHast ¢ T 137 801R o T 137 807R (my1st cuctem
noxapHoi curnanuzanun) u ¢ T 137 901R mo T 137 907R
(mtst cucTeM OXpaHHOMN CHUTHAM3AIIIHN)

OINACHOCTbD !!!

Tepen xaxapIM BBOIOM B 3kciutyararuo MCU
211B cnenyer BBIIOJIHUTD BCE ONEPALNH, 3aMEpBbI,
KOHTPOJIbHBIC IPOBEPKH U YKa3aHHUsI, KOTOPbIC
COZIepIKaTCs B TEXHUUECKON JIOKYMEHTALUU
T137801R —T137807R; T137901R — T137907R

Ilepeyens onucanmii:

TexHudeckas TOKyMEHTaLUA SecuriPro® cucremst MOKapHOH
curHanusanmu 1137801R —T137807R

Texnuueckas T0OKyMeHTaIHs SecuriPro® ciucreMsr oxpaHHo#
curdasmmzanuy 1137901R — T137907R

TexHUYECKHE XapAKTEPUCTUKH !

SecuriLan® (noxapnas/oxpannas) T137820R
SecuriLine® (moxxapuas/oxpannas) T137840R
MCB 01B (moxxapHast) T139925R
MCB 02B (oxpanHas) T139926R
PSU 313 u 314 (moxapuas/oxpannas) T137861R
SCB 01A (moxxapuas/oxpannas) T137869R

DCC 313 T137856R (12 B ycrpoiicTsa)

OVA 31 u MFM 31 (noxapnast/oxpaunas) T137867R

MCU 211B (mo>xapHas)

Ca0oTakHas 3alUTA.

WPB 01, BOX 24A, BOX 28, TSW 41, TOC 41A T130229R
JIMHMS IKCTPEeHHOH TPEeBOTHU:

BMA, EBD 03 T137870R
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Texunueckue nanapie MCU 211B

TIuranue ot cetn 50-60 I'ny

230-20 + 15%

B nep. Toka

Pa6ouee nanpspxenne Ha PSU 313/315 (addexturoe 24 B moct. Toka) 20-30 | B mocr. Toka
PaGouee nanpsxenue ¢ DCC 312 na SecuriLing® (3¢ dexrusroe 12 B moct. Toka) 10-15 | B mocr. ToKa
Pa6ouwnii Tok PSU 313 npu 24 B moct. Toka (10JroBpeMeHHO) 3000 MA
Pa6ouwnii rok PSU 315 npu 24 B moct. Toka (J10JroBpeMeHHO) 5000 MA
Pa6ouwnii ok DCC 313 npu 12 B noct. ToKa (I0Nr0BpEeMEHHO) 2000 MA
Iotpebienue Toka oTaensHbIMU y3Hanu MCU

- PSU 313 ipu 230 B miep. Toka Ha Bxoze u 30 B mep. Toka 3 A Ha Beixoe (motpebisiemast Makc. 150 BA
MOIIHOCTB)

- PSU 315 nipu 230 B miep. Toka Ha Bxoze u 30 B mep. Toka S5A Ha Bbxoe (motpebiisiemast Makc. 230 BA
MOIIHOCTB)

- DCC 312 nipu 24 B moct. Toka Ha Bxoje / 12 B mocT. Toka B 3aBUCHMOCTH OT Harpy3Kd Ha 40-1650 MA
Beixome 0—2 A

- MCB 01B npu 24 B mocr. Toka 6e3 Securi Lan® u Hemnux noTpeduTesnei 100 MA
- MCB 02B nipu 24 B mocr. Toka 6e3 Securi Lan® u BHewHNX norpeduTenei 100 MA
- SCB 01A npu 24 B noct. Toka 6e3 SecuriLine® 60 MA
- 2 DCB 01A npu 24 B nocr. Toxa 6e3 SecuriLine® 120 MA
Kinacc skosorndeckoil 6e30nacHocTu 11 VDS
MexaHudeckasl 3alUTa 32 IP
T'abaputst JIxBxIII ¢ BOX 23A, BOX 24A, BOX 26, BOX 28 695x456x231 MM
CoenvHUTENbHbIE KIEMMBI IIJ1aT U MOAYJIeH 1,5 MM
KeMMBI TOAKITIOUEHUS CETH 25 MM
IlBer Meraimn

Martepuan Cranp

Bec B 6a3oBoit kapuryparmu ¢ BOX 23A/ 24A / 26 / 28 (6e3 akkymyuisitopa) 15 KT
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Kon HasBanne ApTHKyJT Ne OcCHOBHBIE XapAKTePHCTHKH NMOCTABJIsIeMbIX BepcHii Cosmectumocth | H3meHnenus B
Hekatron [ VCH HNpHMEHeHHH
Bepcun 6a30Bbix kommiekrauuii MCU Io:x | Oxp | Muraomee | Makc. Makc. 3ammra | 3amok
yerpoiicTBo | 6atapen | KoanuectBo | Moayast
SlLine
MCU - OcHosroe |-08: --- X 5A 2x40 2 CR01.03 C MCB 01B
211B koHTponbHoe | 5300691.0008 Ala (Oxp) wm ¢
Jaa V-D | ycrpoiicto |-10: X X MCB 02B (ITox)
5300691.0010 u EDB
-12: X X X BCTPOCHHAS
5300691.0012
-15: X 4 C2MCB 02B
([ox)
MCU - OcHoBHOE | -28: 037.223387| x 5A 2x40 2 C R01.03 CMCB 01B
211B koutposbHoe | 5300691.0028 Ala (Oxp) i ¢
st V-CH | ycrpoiictso |-30: 037.223395 X MCB 02B (ITox)
5300691.0030 u EDB
-32: 037.223409 X X BCTPOCHHAs!
5300691.0032
-33 GK: X
5300691.0033
-34 EK: X
5300691.0034
MCU - OcHoBHOE |-47: --- X 3A 2x40 2 CR01.03 C MCB 01B
211B koHTponbHoe | 5300691.0047 Al (Oxp) nim ¢
Insa V- | ycrpoiictBo |-48: X 5A MCB 02B (ITox)
Exp. 5300691.0048 u EDB
-50: X BCTPOCHHAs
5300691.0050
-52: X X
5300691.0052
SPC 02 | - OcnoBroe |5300675.0002 - SecuriPro Compact nmoxaprast curammsanst st V-Exp. -c¢MCB 12
Jiist V- | KOHTpOIIBHOE Bepcens ¢ PSU 313 (3A), 1 SCB 01A -c
Exp. ycTpoiicTBO YCTaHOBJICHHBIM
Tex. MIC 732
Ornmcanne
T139919E
BSC 13 5300673.0013 - - basosas Bepenst ¢ PSU 313 (3A), 1 SCB 01A -c¢MCB 13
Js V-D -81: - basoBas Bepcus Brimovaet ARB 72 -c
Tex. 5300673.0081 YCTaHOBJIEHHBIM
Onucanne -82: - Basosas Bepcus BKTrouaeT ARB 72, SOM 81 MIC 732
T139918 5300673.0082
-83: - basoas Bepcus Bkioyaer ARB 72, ROM 81/1
5300673.0083
-84: - BasoBas Bepcust Birouaer ARB 72, SOM 81, ROM 81/1
5300673.0084
-85: - Bazosas Bepcust Brirouaer SOM 81, ROM 81/1
5300673.0085
-86: - basoBas Bepcust Brimrodaer PSU 313, 1 SCB 01A
5300673.0086




